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Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

Convention Description Example

monospace Identifies command syntax device (config) # interface ethernet 1/1/6
examples

bold User interface (Ul) components On the Start menu, click All Programs.

such as screen or page names,
keyboard keys, software buttons,
and field names

italics Publication titles Refer to the Ruckus Small Cell Release Notes for more information.

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of
potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related
information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or
task.

hardware, firmware, software, or data.

DANGER
A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you.
Safety labels are also attached directly to products to warn of these conditions or situations.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their
logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|y|z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the
options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the
entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
* Document title and release number
*  Document part number (on the cover page)
*  Page number (if appropriate)
For example:
*  Ruckus SmartZone Upgrade Guide, Release 5.0
*  Part number: 800-71850-001 Rev A
* Page7?

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the
documentation by product or perform a text search. Access to Release Notes requires an active support contract and a Ruckus
Support Portal user account. Other technical documentation content is available without logging in to the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site
surveys, and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Contacting Ruckus Customer Services and
Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on
their Ruckus products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Ruckus Support Portal using
https://support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access
the self-service resources, use the following criteria:

e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a
Case section.

*  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be
available. Go to the Open a Case section.

*  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the
Self-Service Resources section.

*  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-
Service Resources section.

Open a Case
When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get
help:

* Continental United States: 1-855-782-5871

* Canada: 1-855-782-5871

* Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

*  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.

Self-Service Resources

The Ruckus Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve
problems with your Ruckus products, including:

*  Technical Documentation—https://support.ruckuswireless.com/documents

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
Part Number: 800-72403-001 Rev A 9
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Contacting Ruckus Customer Services and Support

Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories
Knowledge Base Articles—https://support.ruckuswireless.com/answers
Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting
analysis if you still require assistance through a support case or RMA. If you still require help, open and manage your case at
https://support.ruckuswireless.com/case_management.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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Overview

The Cloudpath Enrollment System (ES) automates WPA2-Enterprise configuration on any device that connects to the network and
automatically connects the device to a secure SSID. This Automated Device Enablement (ADE) means authorized devices onboard
simply and securely, with the appropriate level of access.

Cloudpath supports all operating systems including Windows, Mac OS X, iOS, Android, Linux, Chromebooks, and more.

This document provides examples of the prompts a user might see when using the Cloudpath application. Depending on the
configuration set up by the network administrator, the device manufacturer, and operating system, the user prompts can vary.

Cloudpath is a highly-customizable application. Screen icons, color schemes, and messaging can all be customized by the
network administrator. This guide provides examples with some generic screens and messaging, which might be different than
what is displayed on the device.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows
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Supported Windows Phones Versions

Cloudpath supports Windows Phone version 8.1 TLS and PEAP configurations.

Cloudpath supports Windows Phone version 8.0 for PEAP configurations.

NOTE
Windows Phone 8.0 does not support TLS.

User Prompts

This section displays the user prompts for a typical enrollment workflow.

The sequence of steps for the enrollment differ, depending on the selection that is made.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.

The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this
example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enroliment process.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones

User Prompts

FIGURE 1 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones
User Prompts

User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 2 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Internet-only access. To
join the network, you must login to either
Facebook or Linkedin.

Sample Corporation

Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have

your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.

Device Type

If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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User Prompts

FIGURE 3 Device Type Prompt

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification step.

Vouchers are typically sent email or SMS from a network sponsor or administrator.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 4 Voucher Code Prompt

End-User Experience for Windows Phones

RUCKUS"

an ARRIS company

Enter the voucher that you received.

‘oucher:

Enter the voucher code and click Continue.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones

User Prompts

BYOD Policy

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 5 BYOD Policy

Click Start to continue.

RUCKUS™

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.
By clicking Continue, you abide by the BYOD User Policy.

<o

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure

network.

Windows Phone Configuration Instructions

The application detects the user agent for a Windows Phone and provides the correct configuration instructions.

Windows Phone instructions are displayed on the Other Operating Systems tab.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 6 Configuration for Windows Phones

NOTE

Other Operating Systems

' Step 1:

Install The CA Certificate

I | Click to Install Anna Test Root CA |

Click the button above to downioad the certificate file in
the most common format. If needed, other formats are

available. PEM DER CER

. Step 2: Install Your Certificate

| ' Click to Install Your Certificale

CIlicK the button above to download your certificate It will
need imported into your device.

** When prompted for a password while installing the
cerificate, enter the password you entered on the

previous screen.

Step 3: Configure Wi-Fi
Use The Information Below To Setup Wi-Fi

Wireless Name (SSID):
Security Type:
Encryption Type:

EAP Method:

Root CA Certificate(s):
Server Name:

Client Certificate:
Username:

R-DVES-Secure
WPAZ2-Enterprise
AES (CCMP)
EAP-TLS (or TLS)
Anna Test Root CA |
anna44. cloudpath net
<Download Above>
<Download Above>

* Labels on fields wall differ based on the operaling system

End-User Experience for Windows Phones
User Prompts

The certificate information is not populated on the configuration step until the certificates have been downloaded.

This screen includes the steps to install the certificates and to configure the device.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones
User Prompts

Download CA Certificates

The first step in the instructions prompts you to download the CA certificate.

FIGURE 7 Download File
A ‘1%
Downloading file

Do you want to open or save the file?

Tap Save to continue.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones
User Prompts

Start CA Certificate Installation

Tap the certificate installation screen to start the CA certificate installation.

FIGURE 8 Tap Screen to Open

Tap to open
CA-
E8848CB4827A8B0OBOF18478E0F4600D399
67E5C3 (1).cer saved to Downloads

Continue with the certificate installation.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
Part Number: 800-72403-001 Rev A 21



End-User Experience for Windows Phones

User Prompts

Install CA Certificate

After the CA certificate is downloaded, you are prompted to install the certificate on the device.

FIGURE 9 Install CA Certificate

Tap Install to continue.

22

Y

Install certificate?

A certificate is confirmation cf identity, and
contains information that's used to
establish or protect secure network
connections.

Anna lTest Root CA |
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End-User Experience for Windows Phones
User Prompts

CA Certificates installed

The CA certificate has been downloaded and installed when you receive the confirmation screen.

FIGURE 10 Certificates are Installed

A 7 — 1119

Your certificates are installed

Your phaone successfully added one ar
more certificates.

Tap the ok button.

Tap the Back button (left arrow at the bottom on your phone) to return to the configuration instructions page. If there are more
CA certificates, you will repeat the CA certificate installation. Otherwise, continue with the user certificate installation.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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User Prompts

Download Your Certificates

After the CA certificates are installed, you are prompted to download the user certificates.

FIGURE 11 Download File
A ‘1%
Downloading file

Do you want to open or save the file?

Tap Save to continue.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones
User Prompts

Enter User Certificate Password

The Windows Phone OS requires that you enter a password to import user certificates.

FIGURE 12 Enter User Certificate Password

A 7

Install certificate?

Enter your password for "certificate[1].p12".

|:| Show password

Enter the password from your user credentials. For example, if your user credentials are username=bob and password=bob1,
then enter bob1 for the user certificate password.

Tap done to continue.

Install User Certificates

Install the user certificates provided for this device.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones

User Prompts

FIGURE 13 Install User Certificates

Tap Install to continue.

26

a‘a

Install certificate?

A certificate is confirmation cf identity, and
contains information that's used to
establish or protect secure network
connections.

Anna lTest Root CA |

Anna Test Intermediate CA |

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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End-User Experience for Windows Phones
User Prompts

Certificates installed

The user certificate has been downloaded and installed when you receive the confirmation screen.

FIGURE 14 Certificates are Installed

A 7 — 1119

Your certificates are installed

Your phaone successfully added one ar
more certificates.

Tap the ok button.

Tap the Back button (left arrow at the bottom on your phone) to return to the configuration instructions page. Continue with the
Wi-Fi Configuration.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Wi-Fi Configuration

After you download and install the certificates, make note of the Wireless Network Name, Root CA Certificate, and the Client
Certificate. You need this information to connect to the secure network.

FIGURE 15 Wi-Fi Configuration

Other Operating Systems

. Step 1: Install The CA Certificate

| ] Click to Install Anna Test Root CA |

Click the button above to downioad the certificate file in
the most common format. If needed, other formats are
available:PEM DER CER

. Step 2: Install Your Certificate

l ' Click to Install Your Certificate

Click the button above to download your certificate It will
need imported into your device.

" When prompted for a password while installing the
certificate, enter the password you entered on the
previous screen.

Step 3: Configure Wi-Fi
Use The Information Below To Setup Wi-Fi

| Wireless Name (SSID): R-DVES-Secure |
Security Type: WPA2-Enterprise
Encryption Type: AES (CCMP)

EAP Method: EAP-TLS (or TLS)

[ Root CA Certificate(s): Anna Test Root CA | |

server Name: annad4. cloudpath.net

| Cient Certificate: bob@test cloudpath.net |
Username: bob@test.cloudpath.net

* Labels on fields will differ based on the operating system

Continue to the next screen to configure Wi-Fi settings on the Windows Phone.

Access Device Menu

After the Root CA certificate and user certificate have been installed on the device, you return to the home screen.

Swipe to the bottom of the home screen and tap the right-facing arrow.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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User Prompts

FIGURE 16 Install From Amazon Market

Continue to the next screen to locate the Settings on the Windows Phone.

Access Device Settings

Go to the device Settings.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 17 Device Settings

Tap Settings to continue.

Go to the Wi-Fi setting.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 18 Wi-Fi Settings

Tap Wi-Fi to continue.

A 7%

SETTINGS

system

Iock screen

time-out: 1 minute

nonﬂcahons+achons

ICTION Center

airplane mode
Bluetooth
cellular+SIM

mtemet sharing

Tap the Wireless Network listed in the configuration instructions.

End-User Experience for Windows Phones
User Prompts

Configure Wi-Fi for the secure network. Be sure to select the certificate configuration settings to match the configuration

instructions:

*  Connect using certificate.

* Choose a certificate and select the Client Certificate from the configuration instructions.

*  For Server certificate validation, select certificate authority.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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* Choose a certificate and select the Root CA Certificate from the configuration instructions.
*  For EAP method, select TLS.

FIGURE 19 Configure Wi-Fi Settings

QA 7 ?

SIGN IN

bob@test.cloudpath.net

certific ion

certificate authority
Anna Test Root CA |, "Sample Compse

Tap done to continue.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 20 Secure

AR = ¥ 10:28
SETTINGS

Wi-Fi

Connected

% R-DVES-Secure

Available Wi-Fi nety

7% C-Test39

% Cloudpath BVT Secure

(% Cloudpath DPSK

Lre

You should be connected to the secure network.

If you encounter certain issues with enrollments on your Windows Phone, you may need to contact the network help desk.
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Sometimes, the SSID retains old settings. You might try deleting the network and reconfiguring it. To delete the network, tap and
hold the network name, then tap delete.

If you receive a message that the phone cannot connect the secure network, this typically means that there is a problem with
your configuration.

FIGURE 21 Device Can't Connect
QA 7 %

Can't connect

Your phone can't connect to the Wi-Fi
network DVES-Secure.

Be sure that your selections on the Wi-Fi configuration page match the settings provided on the Other Operating Systems tab.
Refer to on page 18 for more information.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Use these settings:

*  Connect using certificate.

End-User Experience for Windows Phones
Common Windows Phone Issues

* Choose a certificate to match the Client Certificate in the configuration instructions.

FIGURE 22 Choose A User Certificate

QA 7 %
CHOOSE A CERTIFICATE

anna- testSOtestx cloudpath_

cloudpath.net, valid until 11/

anna-test2@bb.cloudpat .nrﬂ valid until 3/10,

anna testél(“'te_s’l;.clqudp.aﬂj_,_r

*  Server Certificate Validation must be certificate authority.

* Choose the Root CA Certificate to match the configuration instructions.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 23 Choose A Root CA Certificate

Select TLS for the EAP method.

Q7 #
CHOOSE A CERTIFICATE

CPN Test A7R1 Root CA I, 'S

CPN Test A7R1 Root CA I, valid until 8¢

Anna Test Root CA |, "Samp

Anna Test Root CA |, valid until 2/13,/2035

Anna Test Root CA I, "Sampl

Anna Test Root CA |, valid until 11/3/2034

Microsoft Root Certificate A

Microsoft Root Certifica \uthority, valid until 5/S/:

Thawte Tlmestampmg CAH

Thawte Timestamping CA, valid until 12/

eromﬁ Root Authority

Micro Root Authority, valid until 12/371/2020

US, Symantec Corporation, S

Symantec Enterprise Maobile Root for Microsoft, vali
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FIGURE 24 EAP Method

details

EAP methc

TLS
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Supported Windows versions

Cloudpath supports Windows Vista, Windows 7, 8, 10, and later, with automated configuration.

User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enrollment workflow.
During this process, the user enters information as requested, and makes selections about user type, device type, among others.

Based on the information provided from the enrollment prompts, the wizard (or network profile) contains the wireless
configuration to allow the device on the secure network.

Enrollment User Prompts

This section displays the user prompts for a typical enrollment workflow. The sequence of steps for an enrollment can differ,
depending on the selection that is made.

Welcome Screen With AUP
When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.
The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this

example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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User Experience

FIGURE 25 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 26 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Intemet-only access. To
join the network, you must login to either

Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Experience

User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 27 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.

Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type

If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed

to bypass the MAC address prompt.

a2

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5

Part Number: 800-72403-001 Rev A
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End-User Experience for Windows Devices
User Experience

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification step.

Vouchers are typically sent email or SMS from a network sponsor or administrator.
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FIGURE 29 Voucher Code Prompt

RUCKUS"

an ARRIS company

Enter the voucher that you received.

‘oucher:

Enter the voucher code and click Continue.
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BYOD Policy

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 30 BYOD Policy

RUCKUS™

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.
By clicking Continue, you abide by the BYOD User Palicy.

< Back

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure
network.

Configuration Wizard

The enrollment workflow for Windows devices follows the same process as the other OSes. The user accepts the AUP, logs in with
Active Directory or other credentials, then the configuration wizard runs to configure the device and migrate the user to the
secure network.

The Wizard application can be set to start automatically or start manually from the download page. These user experience
options are set in the Cloudpath Admin Ul, but the user experience can also vary depending on the Java version detected (if
installed), the browser, or the OS version on the device.

Download and Run Application

The default user experience setting for Windows devices is to download the application to the user device, run the application to
configure the wireless settings, and migrate the device to the secure network.
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Download Page

The application detects the device user agent and displays the appropriate Windows-specific instructions.

FIGURE 31 Windows Download Page

RUCKUS™

an ARRIS company

To access the secure network, follow the instructions below based
on your computer's operating system.

Microsoft Windows

‘ Download for Windows

l ' NetworkWizardl oader-925b7e26 exe

After downleading, go fo your deskiop or downloads folder and open
the file "MetworkWizardLoader-925b7e26. exa".

Show all operafing systems.

Click the down arrow to download the zip file, which contains the application file.

Save the File

You will be asked to save the application file.
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FIGURE 32 Save File

To access the secure network, follow the instructions below based
on your computer’s operating system

Microsoft Windows

Download for Windows

You have chosen to open:
5| NetworkWizardLoader-326d1a19.exe

which is: Binary File (693 KE)
from: https:y//bvtes.cloudpath.net

Would you like to save this file?

Locate and Open the File

Find the Cloudpath application file in your Downloads folder, then double-click this file to start the Wizard, which runs through
the configuration and migration process.

Confirm Running the File

Your browser or operating system may prompt you to confirm that you want to run the application file.
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FIGURE 33 Confirm Running the File

Click Run to continue.

Open File - Security Warning @

Do you want to run this file?

|

Name: . userl\Downloads\NetworkWizardl oader-37eb8751.exe
Publisher: Ruckus Wireless, Inc.

b

Type: Application
From: Ch\Users\user\Downloads\MetworkWizardLoader-37e...

Run ] ’ Cancel

[¥] Always ask before opening this file

B While files from the Internet can be useful, this file type can potentially
! harm your computer. Only run software from publishers you trust What's
L= c

= the risk?

Wizard Application User Experience

After the user has gone through the enroliment prompts, the Wizard runs to configure the wireless network settings on the

device.

Loading System Configuration

The Wizard opens and begins the configuration process. You may receive a status message on your device such as: "Loading

Configuration."

Configuring the Device

The application begins the configuration process.
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FIGURE 34 Configuring the Device

3! Cloudpath - O X

=

B CLOUDP)

"

Configuring this device. . .

Click Yes if asked to install the certificate. The entire configuration process should take less than one minute.

The application continues with the authentication process.

Connecting to Secure Network

The application attempts to associate to the wireless network. You may receive a status message on your device such as:
"Attempting to connect to the network..."

Validating Connectivity
The application continues with the validation process.

When the association with the secure network is successful, the application attempts to acquire a network address. A screen may
appear briefly to indicate that connectivity is being validated.

The application continues with the connection process.

Connected to Secure Network

When the application displays a message that you have received an IP address, you are connected to the secure network.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 35 Connected to the Network

ﬂ' Cloudpath = O X

Congratulations! You are now connected to the network.

Your device has been assigned an IP address of
10.176.219.11.

You may now close this app and continue to use the
network.

Verify Network Connection
Whether using the application to migrate the device, or manually connecting to the network, use the airport icon in the menu bar
to verify the network to which you are connected.

FIGURE 36 Verifying Wireless Connection

Currently connected to: *
l}, corp.company.com
= Internet access

Wireless Network Connection

HQ1-User1 Connected a0
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The Wireless Network Connection panel displays the network to which you are connected.

Other Methods for Launching Application

The default user experience setting will display the download page to allow the user to download, install, and run the application.

The network administrator can elect to configure other user experience settings, such as automatically launching the application,
or, if using the Internet Explorer browser, the user can manually launch the application using ActiveX.

Starting Application from Java Applet

If your configuration is set up to automatically run the Java applet, the Download page does not appear. Instead, a Java console
opens and the application automatically starts. If this is your network setting, go to the Wizard Application User Experience
section to view the end-user experience.

You can also launch the Java applet manually from the download page. Use the launch via Java applet link, instead of
downloading and installing the application manually.

FIGURE 37 Manually Launch Applet

t"our ogo Here

e

To access the secure network, follow the instructions below based
on your computer's operaling system

‘ Download for Windows
l i ' Nebwork Wizardl oader-ASdTe7dl exe

Ahed downloading. go 1o your deskiop of downloads Tolder and open
ghe e Network Weardloader- ASdTeTal exe”™

Show all og

=]
ko
&

BNg SySems.

The application launches as a Java applet.

NOTE
This method does not work if Java is not installed on the device. If Java is installed, but requires an update, you may be
prompted to update before you can continue.

Load Application

The application loads onto the device.
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FIGURE 38 Load Application

Xpraas Connact wil load from this pags. XpressConnact wil Sppear in & Saparals
window and this page wil remain visibie in the browser

M asked to grant XpressConnecl parmission, clck "Allow”

i XprezaConnect 603 not appear, cick hove for an pRoonate Sownioad
moecharism

The application continues to check the device settings.

Save File

Confirm that you want to save the Cloudpath application to your downloads folder.

FIGURE 39 Save File

=

¥&0r Logo Here

To access the secure network, follow the instructions below based
on your computars operating system

Microsoft Windows

Download for Windows

You have chosen to open:

| NetworkWizardLoader-326d1a19.exe

which is: Binary File (693 KB)
from: https://bvtes.cloudpath.net
Would you like to save this file?

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Click Save File to continue.

Trust Application
The Windows operating system might prompt you to trust the Cloudpath application.

FIGURE 40 Trust Application

Do you want to run this application?

Name:  XpressConnect
= Publisher: Cloudpath Networks, Inc.

Location: https://bvtes.cloudpath.net
This application will run with unrestricted access which may put your
computer and personal information at risk. Run this application only if you
trust the location and publisher above.

_| Do not show this again for apps from the publisher and location above

g Mare Information | Run | .__C_a_lc_el_"_i

Click Run to continue. The configuration wizard starts.

See the Wizard Application User Experience section to view the end-user experience.

Launch Application Using ActiveX

If your configuration is set up to automatically run the Java applet, the Download page does not appear. Instead, a Java console
opens and the application automatically starts. If this is your network setting, go to the Wizard Application User Experience
section to view the end-user experience.

You can also launch the application manually from the download page using ActiveX, instead of downloading and installing the
application manually.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 41 Manually Launch Applet

our ogo Here

——ay

To access the secure network, follow the instructions below based
on your computer’s operating system

Microsoft Windows

‘ Download for Windows
| ' MNetwork Wiz ardLoader-ASdT e Tdl exe

After downloading, go to your desktop or downlonds folder and open
the fie “NetworkWieardLoader- ASgTeTal exe”

Double-click the ActiveX link to launch the application.

NOTE

This method works on the Internet Explorer browser with ActiveX enabled.

Load Application

ActiveX loads the application on the device and it automatically starts the configuration and migration process.

FIGURE 42 Load Application

—Y&UT ogo Here

—-‘

See the Wizard Application User Experience section to view the rest of the end-user experience.

54

XpressConnect has been loaded.

The appiic aticn has been stated and will display momentarily

I XpressConnect does not display, click here to go to the gpwnipsd paoge
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Supported iOS Versions

The Cloudpath application supports iOS versions 9.0, and later, with automated configuration. All earlier versions are supported
with a manual configuration.

User Prompts

This section displays the user prompts for a typical enrollment workflow. The sequence of steps for the enroliment differ,
depending on the selection that is made.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.

The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this
example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.
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FIGURE 43 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 44 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Internet-only access. To
join the network, you must login to either
Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 45 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

o

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 46 Device Type Prompt

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Install Profile

Follow these steps:

1.

2
3.
4

Go to the main screen of your iOS device.
Tap the Settings icon.
Tap Profile Downloaded.

On the Install Profile window, tap Install:

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 47 Install Profile

Install Profile

Install

eng-NR-8021x-yes

Nick Test

Signed by *cloudpath.net
Verified +

Contains 3 Wi-Fi Networks
2 Certificates

More Details

Remove Downloaded Profile

If prompted, enter the device passcode and continue.
If prompted, install the root CA.

If prompted, confirm the installation of the profile.

© N o v

Connect to Secure Network

Follow these steps:

You should receive a "Profile Installed" message. Tap Done.

1. If you wish to view the profile, go to Settings > General > Profiles:
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BNIPM Fri Aug 23

£ General Profile
sett]ngs DOWNLOADED PROFILE
C Search eng-NR-8021x-yes
Mick Test
Anna Eichel

Apple 1D, iCloud, iTunes & App S1..

Profile Downloaded

Airplane Mode
Wi-Fi eng-MR-0Onboard

Bluetooth On

Notifications
m Sounds
Do Not Disturb

a Screen Time

8 Control Center
Display & Brightness
Wallpaper

Siri & Search

M - . ..an P

2. In Settings > Wi-Fi, tap and set the Wi-Fi switch to on.
3. In Settings > Wi-Fi, select the secure SSID network.

The user should be connected to the secure network.
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Supported MAC OS Versions

Cloudpath supports Mac OS X version 10.11 and later with automated configuration. Manual configuration is not supported.

User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enrollment workflow.
During this process, the user enters information as requested, and makes selections about user type, device type, among others.

Based on the information provided from the enrollment prompts, the Cloudpath wizard (or network profile) contains the wireless
configuration to allow the device on the secure network.

Enrollment User Prompts

This section displays the user prompts for a typical enroliment workflow. The sequence of steps for the enrollment can differ,
depending on the selection that is made.

Welcome Screen With AUP
When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.
The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this

example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.
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FIGURE 49 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 50 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Intemet-only access. To
join the network, you must login to either

Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 51 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
66 Part Number: 800-72403-001 Rev A



FIGURE 52 Device Type Prompt
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User Experience

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification step.

Vouchers are typically sent email or SMS from a network sponsor or administrator.
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FIGURE 53 Voucher Code Prompt

RUCKUS"

an ARRIS company

Enter the voucher that you received.

‘oucher:

Enter the voucher code and click Continue.
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BYOD Policy

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 54 BYOD Policy

RUCKUS™

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.
By clicking Continue, you abide by the BYOD User Palicy.

< Back

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure
network.

Configuration Wizard

The enrollment workflow for Mac OS X devices follows the same process as the other OSes. The user accepts the AUP, logs in
with Active Directory or other credentials, then the configuration wizard runs to configure the device and migrate the user to the
secure network.

The Wizard application can be set to start automatically or start manually from the download page. There is also an option for
bypassing the Wizard application and using a network profile to configure the wireless network settings. These user experience
options are set in the ES Admin Ul, but the user experience can also vary depending on the Java version detected (if installed), the
browser, or the OS version on the device.

Download and Run Application

The default user experience setting for Mac OS X is to download the application to the user device, run the application to
configure the wireless settings, and migrate the device to the secure network.
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Download Page

The application detects the device user agent and displays the appropriate Mac OS X-specific download and configuration
instructions.

FIGURE 55 Mac OS X Download Page

RUCKUS™

an ARRIS company

To access the secure network, follow the instructions below based on
your computer's operaling system.

Download for Mac OS X

Cloudpath.zip

Chrome Users: After clicking the button, the file will appear along
the bottom of the browser. Click the Cloudpath.zip file and the
Downloads window should appear. In the Downloads window, locate
the Cloudpath folder and double-click to open it. Then, double-click
Cloudpath 1o launch the application.

Show all operating systems.

Click the down arrow to download the zip file, which contains the application files.

Open Downloaded Files

Browse to the Downloads folder, open the Cloudpath/config folder to locate the Cloudpath application file.
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FIGURE 56 Open Download File

[ NS {89 Downloads
Y = [l R Q. Search
Favorites Mame Size Kind Date Added w
All My Files ¥ [ Cloudpath (3) - Folder Today, 3:00 PM
: ; » [ config --  Folder Today, 3:00 PM
& icloud Drive ¥, Cloudpath.app 396MB  Application Today, 3:00 PM
@ irbrop I Cloudpath (3).zip 149MB  ZIP archive Today, 3:00 PM
/A Applications ¥ [ Cloudpatn (2) -~ Folder Jul 27, 2017, 12:15 PM
» [ config - Folder Jul 27, 2017, 12:15 PM
(5 Desktop ¥, Cloudpath.app 306MB  Application Jul 27, 2017, 12:45 PM
[ Documents I Cloudpath (2).zip 15MB  ZIP archive Jul 27, 2017, 12:15 PM
© Downloads ¥ [ cloudpath (1) - Folder Jul 27, 2017, 12:04 PM
» [ config - Folder Jul 27, 2017, 12:04 PM
fa} anna ¥, Cloudpath.app 396 MB  Application Jul 27, 2017, 12:04 PM
20 Pictures _|' Cloudpath (1).zip 15 MB ZIP archive Jul 27, 2017, 12:04 PM
17 Music v [ Cloudpath -~ Folder Jul 27, 2017, 12:03 PM
» [ config -~ Folder Jul 27, 2017, 12:03 PM
E Movies % Cloudpath.app 39.6 MB Application Jul 27, 2017, 12:03 PM
e I Cloudpath.zip 15MB  ZIP archive Jul 27, 2017, 12:03 PM
are
brm-lg3m3...
= Conferenc...
= itp-55
wthelen_e7...
Tags
@ Red
@ Orange
Yellow
@ Green
@ Blue
@ Purple
@ Gray

Double-click the Cloudpath application to start the Wizard, which runs through the configuration and migration process.

Confirm Open File

Your browser or operating system may prompt you to confirm that you want to open the application file.
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FIGURE 57 Confirm Open File

“Cloudpath.app” is an application downloaded from
p the Internet. Are you sure you want to open it?

Google Chrome.app downloaded this file today at 3:08 PM from
annad5.cloudpath.net,

? Cancel Show Web Page Open

Click Open to continue.

Wizard Application User Experience

After the user has gone through the enrollment prompts, the Wizard runs to configure the wireless network settings on the

device.

Administrator Credentials

The operating system requires elevated privileges to load certificates on the device. As the configuration process begins, you may

be prompted multiple times to enter the administrator credentials for your device.

Certificate Trust Settings

FIGURE 58 Enter Credentials for Certificate Trust Settings

p— You are making changes to your Certificate Trust
. Settings. Type your password to allow this.

b,

Username: Test

Password: | |

Cancel

Update Settings

Enter the password and click Update Settings. The application continues with the configuration process.
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Helper tool

FIGURE 59 Enter Credentials for Helper Tool

~ Cloudpath is trying to install a new helper tool.

. y . Type your password to allow this.
L,

Username: Test

Password: ‘ ‘

Cancel W

Enter the password and click Install Helper. The application continues with the configuration process.

Configuration Profile Tool

FIGURE 60 Enter Credentials for Configuration Profile Tool

Configuration Profile Tool wants to make
- changes. Type your password to allow this.

.

Name: [Tesd I

Password:

| Cancel | |oKk |

Enter the password and click OK. The application continues.

Attempting to Connect to Secure Network

The application attempts to associate to the wireless network.
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FIGURE 61 Attempting to Connect to Secure Network

@ Cloudpath

Attempting to connect to the network. . .

The application continues with the validation process.

Validating Connectivity

When the association with the secure network is successful, the application attempts to acquire a network address. A screen
appears briefly to indicate that connectivity is being validated:
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FIGURE 62 Validating Connectivity

[ NN Cloudpath

=

Validating the connection. . .

The application continues with the connection process.

Connected to Secure Network

When the application displays a message that you have received an IP address, you are connected to the secure network.
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User Experience

FIGURE 63 Connected to Secure Network

@ Cloudpath

CLOUDPATH

Congratulations! You are now connected to the network.

Your device has been assigned an IP address of
192.168.95.44,

You may now close this app and continue to use the
network.

Verify Network Connection

Whether using the application to migrate the device, or manually connecting to the network, use the airport icon in the menu
bar to verify the network to which you are connected.
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FIGURE 64 Secure Network

Turn Wi-Fi Off

JW-TLS-Mobile

Annad2UnleashedOB
AnnaPSK

ATOMICWIFI
ATOMICWIFI-ONBOARD

byod

Py AFYATT A oA

of SR oF "R &
) ) ) ) ) ) )

A check mark indicates the network to which you are connected.

Install Network Profile to Configure Wi-Fi

Alternatively, the network administrator can set the Mac OS X user experience to download and configure the wireless settings
on the device using a network profile.

Download Page

If the user experience is set to use a network profile, the Profile Download page displays after the user has gone through the
enrollment workflow steps.
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FIGURE 65 Download Profile Page

To access the secure network, follow the instructions below based on
your computer's operating system.

Mac OS X

¥

J

Show all operating systems.

Chrome Users: After clicking the link, the file will appear along the
bottom of the browser. Click the JW-TLS-Mobile.mobileconfig file
and the profile will open in a separate window. When asked /Install
JW-TLS-Mobile?, click Continue.

Once the profile is installed, use the Airport icon in the top menubar
to connect to the 'JW-TLS-Mobile' network.

To reinstall the profile, you may reset the profile

RUCKUS™

an ARRIS company

Download for Mac 10.7 & Newer
Installs JW-TLS-Mobile Profile

Click the down arrow to download the profile. If a profile has been previously installed, use the Reset the Profile link.

Install Profile

You are prompted to install the network profile on the device.
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End-User Experience for MAC Devices

Profiles

+

AV

Mo profiles

Install “"JW-TLS-Mobile"?

This profile will configure your Mac for the following: 2 Certificates and Wi-Fi Network.

Show Profile

Cancel

Continue

Click Show Profile to view profile details. Click Continue (or Install) to install the network profile.

Continue with profile installation.

Install Profile Confirmation

You are prompted to confirm that you want to install the network profile on the device.
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FIGURE 67 Install Profile Confirmation Prompt

Profiles
Are you sure you want to install profile "JW-TLS-Mobile"?
Once installed, “Joes Automation 5.2 Root CA 1" and "Joes Automation 5.2 Root CA |" will be trusted
{2} on this Mac.
Show Details Cancel Install
Mo profiles installed
+ 2

Click Install to continue. You may be prompted to again enter the administrator credentials for your device.

FIGURE 68 Enter Credentials for Configuration Profile Tool
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Are you sure you want to install profile "JW-TLS-Mobile"?

Once installed, "Joes Automation 5.2 Root CA |" and "Joes Automation 5.2 Root CA 1" will be trusted
_@ on this Mac.

=, Installing...

Mo pre
Configuration Profile Tool wants to make changes.

i_. Enter your password to allow this.

User Name: Test USEII

Password:

cancel | (TN
1 B
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Enter the password and click OK.

Profile installed

The profile has been installed when you receive this confirmation page.

FIGURE 69 Profile Installed

] £ e Profiles Q

User Profiles
JW-TLS-Mobile JW-TLS- Moggrﬁie ;
|

3 settings
*cloudpath.net
Aug 3, 2017, 3:12 PM
Certificate
Certificate

Wi-Fi Network

DETAILS

Certificates (2)

Joes Automation 5.2 Root CA |

Close this page and proceed with connecting to the wireless network.

Join Wireless Network

When the wireless configuration is installed using a network profile, you must manually connect to the secure network. Use the
airport icon in the top menu bar to select the specified network.

FIGURE 70 Secure Network

Turn Wi-Fi Off

JW-TLS-Mobile B =
Annad2UnleashedOB =
AnnaPSK a8 =
ATOMICWIFI B =
ATOMICWIFI-ONBOARD =
byod a =
S SN AT A A il P
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A check mark indicates the network to which you are connected.
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Supported Linux Versions

Cloudpath supports the following Linux versions with automated configuration:
* Ubuntu version 15.04 and later

*  Fedora version 22 and later

All earlier versions are supported with manual configuration.

Cloudpath User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enrollment workflow.
During this process, the user enters information as requested, and makes selections about user type, device type, among others.

Enroliment User Prompts

This section displays the user prompts for a typical enroliment workflow. The sequence of steps for the enrollment can differ,
depending on the selection that is made.

Welcome Screen With AUP
When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.
The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this

example use the default look and feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome
page to start the enrollment process.
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Cloudpath User Experience

FIGURE 71 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 72 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Intemet-only access. To
join the network, you must login to either

Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 73 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.
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End-User Experience for Linux Devices
Cloudpath User Experience

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

Voucher Code

Your network might require that you enter a voucher (one-time password) as an additional verification step.

Vouchers are typically sent email or SMS from a network sponsor or administrator.
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Cloudpath User Experience

FIGURE 75 Voucher Code Prompt

RUCKUS"

an ARRIS company

Enter the voucher that you received.

‘oucher:

Enter the voucher code and click Continue.
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End-User Experience for Linux Devices

Cloudpath User Experience

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 76 BYOD Policy

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.

By clicking Continue, you abide by the BYOD User Palicy.

RUCKUS™

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure

network.

Linux Download Page

The application detects the user agent for a Fedora or Ubuntu operating system and provides the correct configuration
instructions. This screen includes the steps to install the application and to configure the device.
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FIGURE 77 Linux Download Page

RUCKUS™

an ARRIS company

To access the secure network, follow the instructions below based
on your computer's operating system.

Ubuntu & Fedora Linux

Download for Linux

Cloudpath-x64.tar.bz 2

When the Archive Manager appears, click the Extract button, select
a folder, and click Extract.

After the file is extracted, go to the folder you selected and double-
click on the Cloudpath-x64 file.

Linux files are available for both x84 and x86 systems.

Show all operating systems.

Click the down arrow to download the tar file, which contains the application files.

Open Downloaded Files

You can either Open with Archive Manager or Save to the Downloads folder. The Archive Manager automatically opens the files
to extract. You must double-click the tar file in the Downloads folder to open and extract them.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 78 Open Download File

End-User Experience for Linux Devices
Cloudpath User Experience

Opening Cloudpath-x64.tar.bz2

You have chosen to open:
[ cloudpath-x64.tar.bz2

which is: Zip archive (13.5 MB)
from: https:/fanna43.cloudpath.net

What should Firefox do with this File?

°gpen with | Archive Manager (defaulk)

() saveFile

[ Do this automatically For Files like this from now on.

Cancel

OK

Click OK to continue.

Extract Downloaded Files

Extract the application files that were downloaded.

FIGURE 79 Select Files to be Extracted

Cloudpath-x64.tar.bz2 [read only]

Exkract

{ | » || Location: | [m/

Name 4~  Sjze
[l files 0 bytes
¢ | Cloudpath-x64 14.2 MB
»| network_config.xml 157.0kB
© | resources.properties 19.0kB
: | session.properties 126 bytes

Type
Folder
unknown

XML docu...

unknown
unknown

Modified

02 August 2017, 16...
02 August 2017, 16...
02 August 2017, 16...
02 August 2017, 16...
02 August 2017, 16...

Select all files and click Extract. Choose a location for the extracted files and click OK.

Open Application File
Double-click the Cloudpath-x64 file to start the application.
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NOTE
If you are running a 32-bit OS, run the Cloudpath-x86 file.

FIGURE 80 Open Application File

Downloads

WHome Downloads

® Recent Name

@ Home l files

[ Desktop session.properties
[l Documents resources.properties
7> network_config.xml
dd Music @ Cloudpath-x64

[ Pictures @ XpressConnect-x64
"l Videos

{@ Trash
o Network

M 16 GB Volume a

[ Computer

B connectto Server

The Wizard runs through the configuration and migration process.

Wizard Application User Experience

After the user has gone through the enroliment prompts, the Wizard runs to configure the wireless network settings on the
device.

Configuring the Device
The configuration process begins. A screen may appear to indicate that the device is being configured.
The application continues by attempting to associate to the wireless network.

When the association with the secure network is successful, the application attempts to acquire a network address. A screen may
briefly appear to indicate that connectivity is being validated.

The application continues with the connection process.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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Connected to Secure Network

When the application displays a message that you have received an IP address, you are connected to the secure network.

FIGURE 81 Connected to Secure Network

Cloudpath

B CLOUDPATH

Wizard Application User Experience

Congratulations! You are now connected to the network.

Your device has been assigned an IP address of
192.168.95.112.

You may now close this app and continue to use the
network.

View Network Connection

View the wireless network to verify the Wi-Fi network name.
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FIGURE 82 View Wireless Network

= B = o) 11:3:2am &

“ AnnaPSK
Disconnect
ATOMICWIFI
byod
CBCI-29A7-2.4
Cloud-BVTES-PEAP
engAnna43-PEAP
More networks

Connect to Hidden Wi-Fi Network...

Create New Wi-Fi Network...
VPN Connections

Enable Networking

Enable Wi-Fi

Connection Information

Edit Connections...

The Wi-Fi setting displays the secure network.
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Supported BlackBerry Versions

Cloudpath supports BlackBerry Smartphones equipped with Wi-Fi radios that support 802.1X.

NOTE
Your network may not support all versions of BlackBerry. Contact your network help desk to verify the supported

BlackBerry versions.

Cloudpath User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enroliment workflow.
During this process, the user enters information as requested, and makes selections about user type, device type, among others.
The sequence of steps for the enrollment differ, depending on the selection that is made.

Enrollment Steps

This section displays the user prompts for a typical enrollment workflow.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the login (or welcome) screen displays. The login screen is typically
customized with the logo, colors, and text for the organization or institution. The screens in this example use the default look and
feel of the application.

NOTE
If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.
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FIGURE 83 Enrolilment Welcome Screen

RUCKUS™

ARRIS company

Welcome to the User 1 Network

Access to the User 1 network is restricted to authorized users and

~
requires acceptance of the Terms & Conditions below:
Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree to the Terms & Conditions

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The text on

the Welcome page and Start button can be customized.

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.

The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this

example use the default look and feel of the application.

NOTE

If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.
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FIGURE 84 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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Cloudpath User Experience

User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 85 User Type Prompt

Visitors

Employees

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Wisitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Internet-only access. To
join the network, you must login to either
Facebook or LinkedIn.

Sample Corporation
Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials
If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 86 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.
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FIGURE 87 Device Type Prompt

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.
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BYOD Policy

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 88 BYOD Policy

RUCKUS™

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.
By clicking Continue, you abide by the BYOD User Palicy.

< Back

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure
network.

BlackBerry Configuration Instructions

The application detects the user agent for a BlackBerry device and provides the correct configuration instructions. BlackBerry
instructions are displayed on the Other Operating Systems tab. This screen includes the steps required to install the certificates
and to configure the device for the secure wireless network.

Install Certificates

For this sample configuration, Steps 1 and 2 provide instructions for downloading the CA certificate and user certificate.
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Cloudpath User Experience

FIGURE 89 BlackBerry Instructions - Steps 1-2

Blackberry

Other Operating Systems

. Step 1: Install The CA Certificate
(| ) Click to Install BVT - Enroliment System Root CA |

Click the button above to download the certificate file in
the most common format. If needed, other formats are

available:PEM DER CER

' Step 2: Install Your Certificate

(| ) Click to Install Your Certificate

Click the button above to download your certificate It will
need imported into your device.

** When prompted for a password while installing the
certificate, enter the password you entered on the
previous screen.

Configure Wi-Fi Instructions

For this sample configuration, Step 3 provides the wireless network settings.
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FIGURE 90 BlackBerry Instructions - Step 3

I Click to Install Your Certificate

Click the button above to download your certificate It will
need imported into your device.

** When prompted for a password while installing the
certificate, enter the password you entered on the
previous screen.

Step 3: Configure Wi-Fi
Use The Information Below To Setup Wi-Fi

Wireless Name (SSID): DVES-Secure
Security Type: WPA2-Enterprise
Encryption Type: AES (CCMP)
EAP Method: EAP-TLS (or TLS)
Root CA Certificate(s): BVT - Enroliment System Root CA |
Server Name: bvtes.cloudpath.net
Client Certificate: <Download Above>
Username: <Download Above>

NOTE
The certificate information is not populated on the configuration step until the certificates have been downloaded.

Continue with the next sections to download and import the certificates.

Download Certificates

From the Other Operating Systems tab on the configuration instructions screen, tap the down arrow to download the
certificates.

Download CA Certificates

Tap the down arrow next to Step 1: Install The CA Certificate. You are prompted to Save the certificate with the default name
or enter a different name.

NOTE
If you rename the certificate, it is only renamed in the Downloads folder. The BlackBerry OS saves to the certificate
store using the default certificate name.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
Part Number: 800-72403-001 Rev A 103



End-User Experience for Blackberry Devices
Cloudpath User Experience

FIGURE 91 Save CA Certificate

Cancel downloads

Device/downloads

EBO76D03A7CA7310C9B0OSF2D508AB661 E ®

CA-OADFBAB1C65CD232BA2:

| Mar 30, 2015 18:39

Tap Save to download the certificate. The screen displays a brief message to confirm that the download was complete.

CA Certificate in Downloads Folder

The certificate is listed in the Downloads folder.
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FIGURE 92 CA Certificate

Downloads

certlflcate p1 2

nloa

certnflcate(?) p12

|r||1'| te

DFBAB1C65CD232BA28636F84.

mplete

certificate(6).p12

=

\LL

Tap the back arrow at the bottom left to return to the configuration instructions screen.

Download User Certificate

Cloudpath User Experience

Tap the down arrow next to Step 2: Install Your Certificate. You are prompted to Save the certificate with the default name or

enter a different name.

NOTE

If you rename the certificate, it is only renamed in the Downloads folder. The BlackBerry OS saves to the certificate

store using the default certificate name.
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FIGURE 93 Save User Certificate

Cancel downloads

Device/downloads

certificate ®

CA-5961BB3EBO76D03A7CA
| Apr6,201521:01

. CA-OADFB8AB1C65CD232BA2

Mar 30, 2015 18:39

Tap Save to download the certificate. The screen displays a brief message to confirm that the download was complete.

User Certificate in Downloads Folder

The certificate is listed in the Downloads folder.
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FIGURE 94 User Certificate

Downloads

5961BB3EBO76D03A7CA7310C9B(

oad i1s Complete

m CA-OADF8AB1C65CD232BA28636F84:

<

Tap the back arrow at the bottom left to return to the configuration instructions screen.

Configuration Instructions

After the certificates have been downloaded, you are returned to the configuration instructions screen.
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Cloudpath User Experience

FIGURE 95 Configuration Instructions

Step 3: Configure Wi-Fi
Use The Information Below To Setup Wi-Fi

Wireless Name (SSID):

Security Type:
Encryption Type:

EAP Method:

Root CA Certificate(s):

Root CA |

Server Name:

Client Certificate:

Username:

DVES-Secure
WPAZ2-Enterprise

AES (CCMP)

EAP-TLS (or TLS)

BVT - Enrollment System

bvtes.cloudpath.net
bob@cloudpath.net
bob@cloudpath.net

* Labels on fields will differ based on the operating

system.

This final step contains all the information you need to configure the wireless settings on your device. Make note of the CA
Certificate, Client Certificate, and Wireless Network Name before you continue.

The next step is to import the CA and user certificates to the certificate store.

Import Certificates

After the certificates have been downloaded to the device, they must be imported to the certificate store

System Settings

Go to the System Settings for the device.
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FIGURE 96 System Settings for Importing Certificates

System Settings
Voice Control
Language, dictation
BlackBerry Link
Connect computers and share files

BlackBerry ID

Setu P username, passwo rd, name

Security and Privacy

Permi S

App Manager

Device monitor and default apps

Media Sharing

Connect to a TV, computer, stereo

Tap Security and Privacy to continue.

Security and Privacy Settings

Certificate settings are listed under Security and Privacy.
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FIGURE 97 Security and Privacy Settings

Security and Privacy

[ S LS ] _'f tu*l.l'\.}li

Encrypt your personal data and files
Parental Controls

Manage usage and access

Diagnostics
Control collection of

Security Wipe
Delete data, files, ¢

Development Mode
Enable so e development tools

Tap Certificates to continue.

Add Certificate

The certificate store is displayed.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 98 Add Certificate

End-User Experience for Blackberry Devices

Certificates

<

Click the plus sign to add a CA certificate.

Select Downloads Folder

Certum Trusted Network CA 2

Class 1 Public Primary Certification

Class 2 Primary CA

Class 2 Public Primary Certification

Class 3 Public Primary Certification

f"ﬂﬂr—r— ':‘ n'| ll"\“r- r.‘r‘:rlﬂ‘\r‘\r P.-‘-r+;'r:ﬁ‘1+:f\rﬂ

| Q 2

On the Select Certificates screen, locate the Downloads folder.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 99 Select Downloads Folder

Cancel Select Certificate

books

camera

documents

downloads 3 items

B usic

Tap the Downloads folder to view the certificates available for import.

Select CA Certificate

Select the CA certificate that was previously downloaded.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 100 Select CA Certificate

Cancel Select Certificate

Device/downloads

P certificate.p12

-HL Apr 6, 2015 21:02
CA-5961BB3EBO76D03A7CA
Apr 6, 2015 21:01
CA-OADFBAB1C65CD232BA2:

Mar 30, 2015 18:39

Tap the CA certificate to import.

CA Certificate Settings

On the Import Certificate screen, verify that you are importing the CA certificate that was listed on the configuration
instructions. Leave the certificate usage restriction settings unchecked.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 101 CA Certificate Settings

ADOL

BVT-E

Restrict usage to Wi-Fi

Restrict usage to VPN

Tap the back arrow at the bottom left to return to the certificate store.

Certificate Imported
There is a brief message that indicates that the certificate was imported. The Certificates screen displays. Swipe the list to view
your CA certificate.

NOTE
If your CA certificate contains both a Root and an Intermediate certificate, both are imported in to the certificate store.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 102 Certificate Imported

Certificates

Baltimore CyberTrust Root

bob@cloudpath.net

BVT - Enrollment System Intermedi

BVT - Enrollment System Root CA |

Click the plus sign to add the User certificate.

On the Select Certificates screen, locate the Downloads folder.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 103 Select Downloads Folder

Cancel Select Certificate

books

camera

documents

downloads 3 items

B usic

Tap the Downloads folder to view the certificates available for import.

Select User Certificate to Import

Select the user certificate that was previously downloaded.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 104 Select User Certificate

Cancel Select Certificate

Device/downloads
certificate.p12
Apr6, 2015 21:02
CA-5961BB3EBO76D03A7CA
| Apr6, 2015 21:01
CA-OADFS8AB1C65CD232BA2:

Mar 30, 2015 18:39

Tap the user certificate to import.

Enter User Certificate Password

The BlackBerry OS requires that you enter a password to import user certificates.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 105 Enter Password for User Certificate

Enter Certificate Password for cer ‘

Passxﬂfo.r'o'

Cancel

Enter the password from your user credentials. For example, if your user credentials are username=bob and password=bob1,
then enter bob1 for the user certificate password.

Tap Ok to continue with importing the user certificate.

On the Import Certificate screen, verify that you are importing the user certificate that was listed on the configuration
instructions. Leave the certificate usage restriction settings unchecked.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 106 User Certificate Settings for Importing a Certificate

Cancel Import Certificate

About to import certificate
bob@cloudpath.net
Restrict usage to Wi-Fi

Restrict usage to VPN

Tap the back arrow at the bottom left to return to the certificate store.

Certificate Imported

There is a brief message that indicates that the certificate was imported. The Certificates screen displays. Swipe the list to view
your user certificate.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 107 Certificate Imported

Certificates

Baltimore CyberTrust Root

bob@cloudpath.net

BVT - Enrollment System Intermedi

BVT - Enrollment System Root CA |

Tap the back arrow in the bottom left to return to the Security and Privacy screen, and then again to return to the System
Settings screen.

Return to the device System Settings screen to configure the wireless network settings.

The Wi-Fi settings are configured in Network and Connections.

Cloudpath Enroliment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 108 System Settings for Wi-Fi

System Settings

Airplane Mode

Turn off all connections
Network and Connections
Mobile r <, Wi-Fi, Bluetooth
Notifications

Ringto ) vibrate, LED
Main Volume

Volume for media and apps
Accounts

Set up email, contz calendar
Quick Settings

Customize Quick

Lo Display

Tap Network and Connections to continue.

Network and Connections

The Wi-Fi setting displays your current wireless network connection.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 109 Networks and Connections

Networks and Connections

Networks

Bluetooth
Off

VPN
P Not Connected

Connectivity Services

Select Wi-Fi to continue.

The Wi-Fi Networks tab lists the available wireless networks.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 110 Wi-Fi Settings

End-User Experience for Blackberry Devices

On

Wi-Fi Direct Miracast

Connected to

R-cloudpath

Available Networks

Cloudpath User Experience

Swipe through the list of Available Networks to locate the Wireless Network Name from the configuration instructions. See
the Configuration Instructions section to review the correct settings.

Wi-Fi Settings - User Credentials

The secure wireless settings require your user credentials.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 111 User Credentials for Wireless Network

Cancel DVES-Secure Connect

* Required Fields
Username *

,'Em‘er Username

Password *

Enter Password

Advanced Options

&

Enter the same user credentials from the enroliment workflow steps. See the User Credentials section to review these

settings.

Advanced Options

The secure wireless network requires additional settings.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 112 Advanced Options

Cancel DVES-Secure Connect

Advanced Options v

Hidden SSID

Security Type WPAZ2-EAP

Security Sub Type PEAP v
Inner Link Security Auto v

CA Certificate <None Selected> v

&

Check the Advanced Options box to expose additional wireless configuration settings.

Wi-Fi Settings - Security Type Settings

The secure wireless network requires that you select the correct Security Type, Security Sub Type, CA Certificate, and Client
Certificate settings.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 113 Security Type Settings

Use the following selections for the secure wireless network:

Cancel DVES-Secure Connect

Security Type

Security Sub Type

WPA2-EAP

EAP-TLS v

CA Certificate BVYT - Enrollment System Root w

Client Certificate

VPN Profiles

Band Type

Security Type = WPA2-EAP
Security Sub Type = EAP-TLS

bob@cloudpath.net v

<MNane Selected> w

Dual Band v

Y

CA Certificate = The CA certificate that was downloaded and imported.

Client Certificate = The client certificate that was downloaded and imported.

VPN Profiles = None
Band Type = Leave the default, Dual Band

Wi-Fi Settings - Optional Settings

Typically, the secure wireless network does not require the optional settings.

126

NOTE

The network administrator might require a different setting for these options. If you have difficulty connecting, contact

the network help desk for assistance.
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FIGURE 114 Optional Settings

Cancel DVES-Secure Connect

Band Type Dual Band v

Auto Obtain IP
Using Auto-IP

Enable IPV6

Use Proxy

Inter-Access point Handover

&

In most cases, the following settings can be left in their default positions:
* Auto Obtain IP = On
*  Using Auto-IP = Selected
* Enable IPV6 = Off
*  Use Proxy = Off

* Inter-Access point Handover = Off

Tap Connect to connect to the secure wireless network.

Device Connected

You should now be connected to the secure wireless network.
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Part Number: 800-72403-001 Rev A 127



End-User Experience for Blackberry Devices
Cloudpath User Experience

FIGURE 115 Device Connected

“~—~ R-AOnboard
ﬁ PERAVisitor

ﬁ Demo4

= DVES-Secure

: '.B Cloudpath DPSK

=4 CIMAWiFi

The Wi-Fi screen displays the secure wireless network to which you are connected.
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Overview

The Cloudpath Enroliment System (ES) extends the benefits of certificates to Chromebooks in environments with an existing
Public Key Infrastructure (PKI).

The certificate is installed in the Trusted Platform Module (TPM), and can be used for certificate-based Wi-Fi (WPA2-Enterprise
with EAP-TLS), web SSO authentication, web two-factor authentication and more.

Cloudpath can automatically distribute user and device certificates to both IT-managed and unmanaged (BYOD) Chromebooks.

*  For IT-managed Chromebooks, Cloudpath deploys both user and device certificates via a Chrome extension provisioned
through the Chromebook management console. Whether tied to the user or the device, the certificates are TPM-backed,
which means they are burned into hardware for maximum protection.

*  For unmanaged Chromebooks, Cloudpath provides a web portal for self-service and automated installation of the
certificate along with configuration of related services, such as WPA2- Enterprise Wi-Fi using EAP-TLS.

Whether your network supports IT-managed, or unmanaged Chromebook devices (or both), Cloudpath provides a secure
method for Automatic Device Enablement.

Supported Chrome OS Devices

Cloudpath supports Chrome OS version 51 and later.

Cloudpath User Experience

Cloudpath provides the prompts that guide the user through the sequence of steps that make up the enrollment workflow.
During this process, the user enters information as requested, and makes selections about user type, device type, among others.
The sequence of steps for the enrollment differ, depending on the selection that is made.

Enrolilment Workflow

During enrollment, the Chrome OS is detected and Cloudpath provides Chrome OS-specific instructions for downloading the
configuration file and installing it on the device manually, or automatically if extensions are configured. After the configuration
file is installed, the user simply connects the secure network.

The following section provides an example of the Chromebook user experience.

1. The user connects to the deployment URL (either directly, or through a Captive Portal).

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
Part Number: 800-72403-001 Rev A 129



End-User Experience for Chromebook Devices

Cloudpath User Experience

2. The Cloudpath Welcome screen displays.

FIGURE 116 Wizard Welcome Page

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

1 Access to the User 1 network is restricted to authorized users and

~
requires acceptance of the Terms & Conditions below:
Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree to the Terms & Conditions

Start =

The login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this
example use the default look and feel of the application.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 117 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Intemet-only access. To
join the network, you must login to either

Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 118 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 119 Device Type Prompt

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.

Managed or Unmanaged Chromebooks

The final portion of the user experience differs, depending on if the certificate and Wi-Fi settings are set for delivery using the
ONC file (unmanaged devices) or an extension (managed devices). See the following sections to continue with the user
experience example for your configuration.

* Unmanaged Chromebook User Experience

* Managed Chromebooks With Extension User Experience

Unmanaged Chromebook User Experience

With an unmanaged Chromebook device, the user downloads and installs the ONC file, which contains configuration information
required to access the secure network, including the certificate and Wi-Fi settings.

For unmanaged devices, the application detects the Chrome operating system and displays instructions for installing the Chrome
configuration on the device.
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FIGURE 120 Configuration Installation Instructions

Chrome 0S

« lfyou are not logged in as the Chromebook owner, log
out and log back in as the owner.

’ Step 1: Download the Network File
vy Simply download the fie. Do not open it yet.

Import the Downloaded ONC Fie.

- ‘ Step 2: Import Network File

« Open anew tab in the browser,
« Type (or copy & paste) this address into the browser:
chromedinet-internalsi#chromeos

j[}emmm %\ .
3 chromedinet-internals/ichrome.os

r 1

Import ONC file
Chooss Ho fia chosen

+ Under Import ONC File, click Choose File

« Select the downloaded eng-Annad3.onc file and click
Open.

« |t an error is not reporied, your device is now configured
for the network.

+ To connect, select "eng-Annad3’ from the list of
wireless networks.

The manual download page shows the Chromebook instructions.

Step 1 provides the link to download the ONC file.

Step 2 provides instructions for importing the ONC file.
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FIGURE 121 Import ONC File

(&I COSINR S capturing events (25927)

Import ONC file
| Choose File | No file chosen

ONC file successfully parsed

Store Logs
| Store Debug Logs |
Network Debugging

Select interface for debugging

Copy the URL from the instructions.

Paste the URL into a new browser window. The Chrome OS Import ONC File page displays.
Click Choose File and browse to select the <NetworkName>.onc file.

After the ONC file installed, click the Wi-Fi icon in the bottom right corner of your screen and select the secure network.
FIGURE 122 Select Wi-Fi Network

@;‘i Sample Campus Secure
Searching for Wi-Fi networks...

‘@5 cloudpath
< ShinOnRamp

< cpn-moto-help-eula

Join other...

Settings...
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Typically, user credentials are populated using the information passed during the enrollment process. Click Connect.

FIGURE 123 Enter User Credentials

Join Wi-Fi network

SSID: Sample Campus Secure
EAP method: PEAP b
Phase 2 authentication: MSCHAPv2 -

4

Server CA certificate:  Cloudpath IT Root CA I [Cloudpath IT Root
Subject Match:

User certificate None installed ¥
Identity:

Password: | | ©

Anonymous identity:

+| Save identity and password

Connect Cancel

The user should now be connected to the secure network.

Managed Chromebooks With Extension User Experience
If managed Chromebooks are configured, the download page does not display.

When Cloudpath detects the Chrome OS during enrollment, the extension automatically generates and installs the CA certificate
into the TPM.

The extension generates the certificate.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 124 Generating Certificate

Processing...

/7 Generating Certificate...
~'

— «=  The certificate is being generated. This may
4", | \"* take up to a minute.

The extension imports the certificate into the TPM.

FIGURE 125 Certificate Imported

Certificate Imported X
The certificate was imported into the TPM.

When the certificate installation is complete, a message displays indicating that the certificate is installed and ready for use.
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FIGURE 126 Certificate Installed

RUCKUS™

an ARRIS company

The certificate has been installed.

The certificate is installed and ready for use. Select "eng-Anna43’ to connect

to the wireless network.

If not automatically migrated, click the Wi-Fi icon in the bottom right corner of your screen and select the secure network.

FIGURE 127 Select Wi-Fi Network

'Ea Sample Campus Secure
Searching for Wi-Fi networks...
ﬁé cloudpath

< ShinOnRamp

% cpn-moto-help-eula

Join other... Settings...

The user should now be connected to the secure network.
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Supported Android Versions

Cloudpath supports the following operating systems for Android devices: 6.0 and later

NOTE
Networks may not support all versions of the Android OS. Contact the network help desk to verify the supported

Android versions.

NOTE

The Android operating system presents a challenge when it comes to offering a consistent user experience because the

different vendor and operating system combinations behave in slightly different ways. During the device configuration
process, the Cloudpath Wizard makes every attempt to provide a seamless experience by detecting the OS version on

the device and providing the appropriate user prompts during the onboarding process.

Cloudpath User Experience

Welcome Screen With AUP

When the user enters the enrollment URL on their device, the Login (or Welcome) screen displays.

The Login screen is typically customized with the logo, colors, and text for the organization or institution. The screens in this

example use the default look and feel of the application.

NOTE

If you have set up a captive portal, the user connects to onboarding SSID and is redirected to the Cloudpath Welcome

page to start the enrollment process.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 128 Welcome Screen

RUCKUS™

an ARRIS company

Welcome to the User 1 Network

_i/ Access to the User 1 network is restricted to authorized users and

requires acceptance of the Terms & Conditions below:

Once authorized for access, your device will be configured with a
unique certificate for network access.

¥ | agree o the Terms & Conditions

Start =

An acceptable use policy (AUP) prompt displays a message and requires that the user signal acceptance to continue. The
welcome text and Start button can be customized.

Click Start to continue.
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User Type

If required by the network, the user might receive a User Type prompt. For example, an Employee might be required to enter
domain credentials, and a Guest or Partner might be required to enroll using their social media credentials.

FIGURE 129 User Type Prompt

RUCKUS™

an ARRIS company

Sample Corporation Visitor

Visitors Visitors to Sample Corporation are welcome
to utilize the secure wireless network. You
will be provided Internet-only access. To
join the network, you must login to either
Facebook or Linkedin.

Sample Corporation
Employees Employee

Employees of Sample Corporation may join
personal or IT-owned devices to the secure
wireless network. To do 50, you must have
your domain credentials.

Select the user type to continue. This example follows the Employee workflow branch.
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User Credentials

If required by the network, a prompt similar to the one below requires the user to enter network credentials.

FIGURE 130 User Credential Prompt

RUCKUS™

an ARRIS company

our usemame and password are required to access the network.
Username:

Password:

Need Assistance?

o

Enter the user credentials and click Continue.

Device Type
If required by the network, the user might receive a Device Type prompt.

An example is that a personal device selection might add a prompt for a MAC address, and an IT-Issued device would be allowed
to bypass the MAC address prompt.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 131 Device Type Prompt

RUCKUS™

an ARRIS company

Personal Device

Personal Device

IT-Issued Device

IT-Issued Device

Select a device type to continue. This example follows the IT-Issued Device enrollment workflow.
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BYOD Policy

If configured by the network administrator, you may be prompted to agree to the terms and policies of the network before you
can continue with BYOD configuration.

FIGURE 132 BYOD Policy

RUCKUS™

an ARRIS company

BYOD Policy Acceptance

To join the network, you must accept the BYOD User Policy of this corporation.
By clicking Continue, you abide by the BYOD User Policy.

<o

Click Start to continue.

After the enrollment prompts, the user will download and run the configuration Wizard to migrate the device to the secure
network.

Android-Specific Configuration Instructions

The application detects the user agent for the Android operating system and provides the correct installation and configuration
instructions.

The following screen is displayed for devices running the Android operating system 6.0 or newer.
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FIGURE 133 Instructions for Devices Running Android OS 6.0 or Newer

RUCKUS™

an ARRIS company

To access the secure network, follow the instructions below based
on your computer’s operating system.

Install The Network
Click to install the network via the Cloudpath app

t the button above does noth Mg, use s

Show all operating systems.

Tap Install the Network to start the installation process.

The following screen is displayed for devices running the Android operating system 5.x.
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FIGURE 134 Instructions for Devices Running Android OS 5.x

RUCKUS™

an ARRIS company

To access the secure network, follow the instructions below based
on your computer’s operating system

First, Install The App
If you don't have Cloudpath, click to install it

Next, Configure Your Device
Click to connect 1o Annad5s Test BVT

Show all operating systems

Tap Step 1: First, Install the App to start the installation process.

Download and Install Application

The application is available from Google Play Store, Amazon Market, and as a Direct Download from a local web server. The
network administrator can limit the download options. In this case, the download prompt may not display all three options.
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FIGURE 135 Select Installation Method

Select the installation method to continue.

Get it on

Google play

Available at

amazon
1

Available For Local
Download

End-User Experience for Android Devices
Cloudpath User Experience

If permitted by the network configuration, the application can be installed from the Google Play Store.

Cloudpath Enrollment System End-User Experience Guide For Supported Devices, 5.5
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FIGURE 136 Install from Google Play Store

(ON -2 ™ |

¢ Google Play Store

INSTALL

THOUSAND ‘ Q @

Downloads 51274 Communication Similar

Cloudpath
Cloudpath Networks Inc
€ Everyone

Used with the Cloudpath server software.

Tap Install to continue.

Accept Access Request

To run the enrollment wizard and configure the device, the application requires access to location of the device.
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FIGURE 137 Access To Device Location
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Tap Allow to continue.

Next Step After Application is Installed on Device

If you are using the Google Play Store installation, your next step depends on your Android version.
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FIGURE 138 Installation Finished - Next Step Depends on Android Version
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Do one of the following, depending on your Android version:

* Ifyou are running Android version 6.0 or later, click the Open button, then follow the instructions in the User Experience
Example for Android Version 5.0 and Later on page 159 section.

* Ifyou are running a version earlier than Android 6.0, do not tap the Open button. Instead, use the Back arrow to return

to the Installation and Configuration screen. Next, to run the configuration wizard, refer to the Configure Application
on page 157 section.

NOTE
If you are first returned to the Installation and Configuration screen, you might need to close the installation
options pop-up. Refer to the Close Download Options (Android version 5.0) on page 151 section.
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If you are returned to the Installation and Configuration screen, you might need to close the installation options pop-up.

FIGURE 139 Close Download Options Window
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Available at
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1

Available For Local
Download

Tap the X in the top-right corner of the pop-up window to continue.

If permitted by the network configuration, the application can be installed from the Amazon Market.
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FIGURE 140 Install From Amazon Market
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Click Install to start the installation process.

Return to Configuration Screen

After the application has been installed on the device, you might be prompted to open the application from the Amazon Market
installation screen. Do not open the application from this screen.
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FIGURE 141 Installation Finished
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Do not tap the Open button. Instead, use the Back arrow to return to the Installation and Configuration screen. Next, to run
the configuration wizard, refer to the Configure Application on page 157 section.

Local Download

If permitted by the network configuration, the application is available for download from a local web server. Go to the device
Downloads to locate the Cloudpath.apk file.
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FIGURE 142 Local Download
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Double-tap the Cloudpath application to start the installation process.

You may be asked if you want to install an update to the existing application.
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FIGURE 143 Install an Update?
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Do you want to install an update to this existing application? Your
existing data will not be lost. The updated application will get access
to:
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This update requires no new permissions.

Cancel Install

Select either New or ALL, and tap Install.

Accept Access Request

To run the enrollment wizard and configure the device, the application requires access to the location of the device.
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FIGURE 144 Access To Device Location
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Click Allow to continue.

Return to Configuration Screen

After the application has been installed on the device, you might be prompted to open the application, as in the screen shown
below. Do not open the application from this screen.
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Click Done, then return to the Installation and Configuration screen. To run the configuration wizard, refer to the Configure

Application on page 157 section.

Configure Application

Only if you are running Android versions earlier than 6.0, you must return to the Installation and Configuration screen shown

below, and tap Next, Configure Your Device.
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FIGURE 146 Configure Your Device
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To access the secure network, follow the instructions below based
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First, Install The App
If you don't have Cloudpath, click to install it.

Next, Configure Your Device
Click to connect 1o Annad5s Test BVT

Show all operating systems

NOTE
If your device does not respond to the Configure link (like certain Samsung devices), there is an alternative option link
for launching the application.

After the application is installed, the Wizard opens to start configuring the device.

See the following sections for an example of the Wizard user experience on Android devices.

Cloudpath Wizard User Experience

Introduction

The Wizard is the dissolvable application that runs during enrollment. The Wizard examines the device operating system and
configuration to determine how to proceed with configuring the device for the secure network.

The following sections provide example screens that a user might see during the Wizard configuration process.
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User Experience Example for Android Version 5.0 and Later

The device configuration process is more streamlined, with fewer user prompts, for Android devices running a newer version of
the operating system.

Network Monitored Message

On certain Android devices, the OS is programmed to bring up a "Network Monitored" message, if the application might be
changing settings on your device. Aside from the Wi-Fi settings and adding a certificate to the certificate store, the application
does not monitor or share information on your device. If this message comes up during your network enrollment process, it can
be ignored.

Tap Continue to continue with enrollment.

Attempting to Connect to the Network

After configuring the device, the application attempts to move the device to the secure network.
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FIGURE 147 Attempting to Connect

Attempting to connect to the network. . .

NOTE
In some configurations, the device is configured, but not migrated to secure network. In these cases, the network
administrator allows the device to be pre-configured, for use when the device is in range of the secure network.

Connected

When the enrollment process is finished, the application indicates that the device has been moved to the secure network.
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Congratulations! You are now connected to the
network.

Your device has been assigned an IP address
of 192.168.95.63.

You should now go in to your wireless settings
and remove the open SSID that you originally
connected to. You may then close this app and
continue to use the network.

Help Us Improve!
May we report that this device was () ves
successful?

View Data to be Sent

Rate this App

Troubleshooting

When the application has successfully configured the device and migrated it to the secure network, a message displays indicating

that the process has completed.

Troubleshooting

Common Android Issues

This chapter describes issues with using Cloudpath on the Android operating system that might prompt you to contact the

network help desk.
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Retrieve Log Files

Administrators can direct users with connection issues to email a log file from the Android device to Cloudpath Support.

FIGURE 149 Menu to E-mail Log File
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Tap the menu button on the top right of the screen (the three horizontal bars highlighted in the figure) and select E-mail log file.

Passwords and Lock Screen PINs

The Android operating system stores portions of the data needed to authenticate in an encrypted key store. The lock screen pin
is the password that is used to access the key store, which is why the operating system requires that the lock screen to be
enabled.
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To clear the key store, Go to the Settings screen, select Security, and scroll to the bottom of the screen and select Clear
Credentials.

Blank Certificate Field

Android does not have a supported method for getting certificate chains in to the key store for use in authentication. Because of
this, Cloudpath uses workarounds to make the authentication system use certificate chains. However, some workarounds do not
show up in the settings screen.

In addition, if Android claims the certificate was installed in the key store and then the authentication fails, the application falls
back to our workaround methods. This is done because some devices claim to have installed the certificate, but actually don't.

Certificate Passwords

Android APIs do not allow Cloudpath to specify the password when the application inserts the certificate into the key store. The
workaround is to use a password prompt to install the certificate. You simply enter the password that is displayed in the
password prompt and Cloudpath installs the certificate.

Android .netconfig File

If you tap the link to Continue with configuration of the network and receive a message that says it downloaded a file called
android.netconfig, you need to check the device for the following issues:

1. You do not have the Cloudpath Wizard installed, so the server cannot instruct the device to start the application and use
the file.

2. You were prompted to Play Online or Download when tapping the link, and selected Download. The user must select
Play Online for the wizard to start up.

3. Thereis a misconfiguration in the server. Contact the local help desk for more information.

Memory Card

In some cases, the Cloudpath Wizard stores data on the memory card in the device. If you remove or change the memory card,
authentication fails, and you must redeploy the wizard with the new memory card in the device to get it working properly.

Uninstalling the Application

It is sometimes necessary to remove the 802.1X configuration and certificates provided by the wizard before you can uninstall
the application. This is enforced by the device OS, and not by the Cloudpath Wizard.

If you encounter issues while attempting to uninstall the Cloudpath application from your Android device, check the following
settings.

Remove Device Administrator

If the device has any settings configured that use Android's device administration capabilities (such as mobile device
management), the Cloudpath Wizard creates an administrative user during installation and this user must be removed before
Cloudpath can be uninstalled.

Go to Settings > Security, select Device Administrator and uncheck the Cloudpath administrative user.
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Remove Certificates

If there are certificates on the device that were installed by the Wizard, they should be removed. Go to Settings > Security and
select Clear Credentials (or Clear Storage).

Remove SSID

The user might be required to remove the SSID from the device. Go to Settings > Wi-Fi, locate the SSID for the network, and tap
Forget.

Remove Log Files

If the Cloudpath log files remain on the device, they can be removed. Mount the device as a drive, and locate the
Cloudpath.logand Cloudpath old.log files on the device internal storage.
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